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BACKGROUND AND INTRODUCTION e

. Property and Evidence The Sarasota Police Department’s (SPD) Property and Evidence Unit is the central
Unit vaults are clean and repository for all items obtained by personnel during the course of police
organized with locator . . . . -
information affixed to the ‘ operations. Property and Evidence storage areas are maintained within the SPD.

fronts of bins. Certain SPD security related aspects of the audit are not included within this

report.

The Property and Evidence Unit has the sole responsibility for receiving, logging,
maintaining, and disposing of all items that enter its custody. Items received and
maintained by the unit include high-security items, such as weapons, narcotics,
jewelry and money; large items, such as bicycles and cars; perishable and
biohazard materials, such as DNA samples and blood; homicide and sexual assault
evidence; and other items of a more general nature. The unit is also responsible for T {-o T l
tracking the official chain of custody for each item (which is critical to proving the Mm 1 FW
validity of evidence in trials) and maintaining accurate records of inventory. For ”' ™ '
this purpose, employees in the Property and Evidence Unit track each item’s ¢ = / w "."” ’J'”’arﬁ-q
history, including current location, custodian, and times/dates of movements in the § i ll' "-"[‘r |:; ¥ *5
il ki I 1
4 Property and Evidence
o Unit individual item
shelf storaae

unit’s ICAD system (property database and bar coding computer system). Items can l’"
only be checked in and out of storage by employees of the Property and Evidence
Unit for specific allowable purposes, such as evidence processing and court
appearances. Since the time of the last audit, a new requirement has been
implemented to enhance the integrity of the Chain of Custody which stipulates that individuals who check items
in and out of the Unit must physically sign for the receipt and return of items to the Unit. Audit observation
confirmed this procedure was implemented.

Items obtained by the Property and Evidence Unit have varying dispositions depending on the manner in which
they were obtained or the type of case associated with the item. Dispositions of items in storage include:
“found”, “safekeeping”, “evidence”, etc. Items, depending upon type and disposition, are released or disposed
of in different ways. Where some items are ultimately retrieved by an owner or a finder, others might be
converted to department use where needed, destroyed in a manner appropriate to the item type (ie, guns are
shredded and drugs are burned), or sold at auction to the highest bidder if the item is unclaimed and has some

perceived value.

There are three full-time positions within the Property and Evidence Unit, which consist of one Property
Manager and two Property and Evidence Specialists. Over the course of the 2013 calendar year, the ICAD
system recorded 115,787 transactions for 74,486 unique property items related to the receipt of new items,
movements of items, inventories, releases, and disposals of property items.

AUDIT PURPOSE

This audit was undertaken to ensure that items located in property and evidence are properly recorded and
safeguarded according to established standards. The completion of an independent internal audit of property
and evidence was included in the 2013 City Risk Assessment.



AUDIT SCOPE

The time period reviewed during the audit was March 20, 2013 to March 21, 2014.

AUDIT OBJECTIVES
-

The audit focused on the following objectives:

1) Determine whether controls were in place and functioning as intended to provide reasonable assurance
that items of property and evidence were properly accounted for and recorded;

2) Determine whether physical security controls were adequate for the safeguarding of items placed
within the Property and Evidence Unit; and

3) Determine whether the department was in compliance with both internal policies and state
accreditation standards related to property and evidence.

AUDIT STANDARDS

The auditors conducted this audit in accordance with generally accepted government auditing standards. Those
standards require that the auditor plan and perform the audit to provide a reasonable basis for findings and
conclusions based on audit objectives. The auditor believes that the evidence obtained provides a reasonable
basis for findings and conclusions based on the audit objectives.

The Internal Audit Division strives to follow the guidance included in the Institute of Internal Auditors (lIA)
International Professional Practices Framework however the Standards do not allow the department to note
that reports are prepared in accordance with lIA Standards until the peer review process indicates such
compliance.

TESTING METHODOLOGY

In order to fulfill the audit objectives, Internal Audit:
e Interviewed appropriate personnel;
e Performed several site visits of the property and evidence storage areas;

e Observed physical security in place in and around the property and
evidence storage areas;

¢ Conducted an unannounced inspection of items utilizing both system-to-
shelf and shelf-to-system testing of items to determine whether items  The packaging and intake area is

were located in the indicated areas and recorded appropriately both in  €guipped with the necessary tools
and reference materials to ensure

the ICAD property system and on Property Record Forms; successful submission to the
Property and Evidence Unit.



¢ Reviewed supporting documentation for a random sample of property items with dispositions including
“released”, “destroyed”, “converted to department use” and “vehicle forfeiture”;

¢ Conducted additional risk based custom queries from the data dump identifying other Property and
Evidence Unit items for additional testing.

¢ Reviewed and evaluated SPD’'s General Order 731.00 relating to Property Control and General Order
733.00 related to the Property and Evidence Unit;

* Reviewed notes regarding the most recent visit from the State Accreditation Team related to Property
and Evidence;

e Compared best practices and accreditation standards to actual SPD practices; and

* Reviewed system-generated biometric access logs and individuals with entry rights to the property
storage areas.

To achieve the audit objectives, sampling techniques were utilized to select a random testing sample of
property and evidence items from a population of 74,486 unique property items with recorded transactions
during the audit period. The auditor’s sample was stratified by item type, with an emphasis on high-security
items such as weapons, narcotics and money; high-security items made up a much larger percentage of the
sample size than general items.

Conditions observed during audit fieldwork were evaluated against the following sources:

e Commission for Florida Law Enforcement Accreditation, Inc. (CFLEA) Standards Manual (Edition 4.0.24
dated February 2012),

e SPD General Orders (GO):

o GO 731.00- Property Control (last revised February 6, 2014), and
o GO 733.00- Property and Evidence Unit (last revised November 7, 2012)

e International Association for Property and Evidence (IAPE) Standards- Best Practices (Version 2.4/Rev
30 Sep 2012), and

¢ Property & Evidence Association of Florida, By-Laws (Revised February 26, 2013).

NOTEWORTHY ACCOMPLISHMENT

In the 2011 audit of SPD Property and Evidence (EX 11-01), Internal Audit
recommended several enhancements be implemented to augment physical
security. During audit fieldwork in 2014, Internal Audit noted that the previous
recommendations concerning physical security had been addressed by SPD. See
page 8 of this report for further comments on security enhancements.
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Observations and recommendations in this report are offered as independent guidance to
management for their consideration in strengthening controls. A complete list of Internal
Audit’s observations and recommendations begins on page 12 of this report. For information
on priority levels assigned to audit recommendations, please see Exhibit A.

Property and Evidence
Unit lockers

Internal Audit determined through fieldwork and testing:

CONTROLS OVER THE RECORDING AND ACCOUNTING OF ITEMS IN PROPERTY AND EVIDENCE
STORAGE WERE GENERALLY SATISFACTORY WITH THE EXCEPTION OF INVESTIGATIVE USE
DRUGS.

Controls tested were in place and functioning as intended to appropriately account for and record items
maintained by SPD’s Property and Evidence Unit.

e System-to-Shelf Testing- The auditor randomly selected 72 items® from the ICAD computer system,
noted the item description and expected location of each item and physically visited each location to
ensure each item was stored where the system indicated.

Of the 72 randomly selected items in the auditor's sample, the auditor was able to physically locate all
items. For currency items, physical cash counts were compared to amounts recorded on Property
Record Forms; all cash in the auditor’s sample was accounted for.

o Shelf-to-System Testing- The auditor randomly selected 16 items” stored on shelves and in bins and
noted the current location of each. The auditor then consulted the ICAD property system to determine
whether the system appropriately reflected each item’s actual location. Of the 16 randomly selected
items in the auditor’'s sample, the ICAD property system had accurate locations recorded for all of the
items.

¢ Proper Audit Trail/ Documentation- Internal Audit reviewed documentation for 20 randomly selected
items with dispositions including “released”, “destroyed”, “converted to department use” and “vehicle
forfeiture,” to ensure that the dispositions were appropriately recorded and the items accounted for.
Of the items tested:

o Documentation for items maintained for SPD investigative use was not always updated to
reflect the current inventory status.

= 31 Kilograms of cocaine had a property location in the ICAD inventory noted as
“Unknown.”

= 839 Pounds of marijuana was reflected in the ICAD system as transferred to DEA on
August 3, 1999. Location was changed to “Unknown” in the ICAD inventory on October
26, 2011. Auditor was unable to find further documentation and therefore, could not
verify regarding the transfer to or receipt by the DEA.

= Property record #243377 0400 - Kilo of Cocaine Box #1, 1102.9 grams; Last noted
activity date was October 23, 2003. Location changed to unknown on April 3, 2012. No
additional information was available on this item.

! 100% of the system-to-shelf sample was comprised of high-security items.
2 100% of the shelf-to-system sample was comprised of high-security items.
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o Narcotics were not weighed during intake into the Property and Evidence Unit unless the
volume appeared to constitute a trafficking violation.
= Kilograms of cocaine could not be individually identified and sorted by property tag
number. The exact quantity of cocaine kilogram packets assigned to property tag
#243377 could not be determined during the audit.

o Iltems with no further evidentiary value were not cleared from the Property and Evidence Unit
by final disposition or disposal in a timely manner. A significant portion of older items,
excluding major crime evidence, should be reviewed to determine if disposal or destruction is
appropriate in accordance with GO 731.71.4.

= There were 6,911 drug evidence items on hand from 1995 through 2009 including small
quantities of drugs and paraphernalia.

®=  There were 621 cash items on hand from 1993 through 2009. A significant number of
the cash items were dollar amounts under $50. Final disposition of these cash items
should be determined and completed.

o Records for forfeited items are not always tracked and updated to include the default final
judgment and order of forfeiture.

o Property converted to department use was not always identified as such in the Property and
Evidence Unit software management system.

o Bicycles classified as “safekeeping” or “found” property were stored in the SPD parking garage.
While the bicycles were chained to bicycle racks and protected from inclement weather
conditions, they were still vulnerable to tampering as they are not encaged.

The auditor was unable to test appropriateness of destruction documentation and activities because
destruction did not take place for either weapons or narcotics during the audit period.

PHYSICAL SECURITY CONTROLS WERE GENERALLY SATISFACTORY AND HAVE IMPROVED SINCE
THE LAST AUDIT REPORT.

In 2011, Internal Audit performed an audit of the Property and Evidence Unit. The most critical conclusion from
the audit was that opportunities existed to enhance physical security in and around the property storage areas.
To specifically address the issue of security, the auditor issued a multi-pronged recommendation with which the
SPD concurred.

The below tabie outlines actions taken by SPD to address security risks:

Security Recommendations from Audit #EXTFU} Current Status of Recommendation

- Biometric access readers be installed at all points of entry to | v Due to the cost of installing a biometric reader, keypad security

property storage areas. access system was instead installed on the room that was previously
without security. Adequate security has been added and access is
limited to Property Unit staff.

v A room located in the parking garage which was previously
accessible to all officers and contained some evidence items is
appropriately no longer utilized for property and evidence storage

purposes.
- Alarms be installed in property storage areas, especially where | v SPD Management has accepted the risk of not having alarms in
high-security items are stored. vaults that connect to the main property storage/ office area. Per

staff, the Assessors who recently visited from the Commission for
Florida Law Enforcement Accreditation, Inc. accepted the decision




due to adequate security in place throughout the rest of the
building. A duress alarm was installed.

= Further consideration should be given to moving the unused bio-
metric reader to the one storage room with keypad access not
connected to the main property storage/ office area; Or installing an
alarm that would alert Property and Evidence Unit staff to’any
security breaches. The duress alarm has yet to be tested.

- The pass-through tray at the receiving window be made larger and
the window lockable so that it is usable prior to expiration of the
warranty on the SPD headquarters building.

¥ The pass-through window has been replaced and now slides open
to allow Property and Evidence Unit staff to accept large items at
the intake counter. The window is now lockable and a security bar is
used to further secure the window when the Unit is closed.

- A security camera be installed in the public viewing area of the
main property storage to capture all activity that occurs at the pass-
through window and in the public viewing area.

v A new security camera has been installed to capture activity in
the public viewing area and at the pass-through window.

- The Commander of the Criminal Investigations Division be
removed from the list of individuals with unescorted access to the
property storage areas to avoid potential accusations of tampering
and conflict of interest.

v Security access logs reviewed by the auditor confirm that only
Property and Evidence Unit staff have been granted biometric
access to each of the property doors. The Commander of the
Criminal Investigations Bureau is not included on that list.

- Property and Evidence Unit staff should be encouraged to enter
the property storage areas utilizing the biometric access reader to
ensure that their entry is captured on the electronic access log.

v Entry to the property storage areas via the biometric access
reader was verified through the auditor’s review of the access logs
and visual observation.

COMPUTER AND NETWORK SECURITY — DURING THE TIME OF THE AUDIT FIELDWORK, THE
PROPERTY AND EVIDENCE UNIT WAS STILL USING WINDOWS XP THAT WENT END-OF-LIFE IN
APRIL 2014.

During the time of the audit fieldwork, the Property and Evidence Unit was still using Windows XP, after the
Microsoft end of support date. This makes all data stored on the network potentially vulnerable to attacks and
viruses until the upgrade to Windows 7 is completed. Per staff, the scheduled upgrade for the Property and
Evidence Unit was completed May 10, 2014.

SPD is in the processing of upgrading their entire department to New World Systems software on Windows 7.
ICAD, the current property and evidence management system will continue to be used until the upgrade is
completed. The Property and Evidence Unit is scheduled for implementation in January 2015. After conversion,
the current ICAD property management system will no longer be used.

COMPLIANCE WITH STATE AND INTERNAL STANDARDS WAS GENERALLY ACHIEVED WITH THE
EXCEPTION OF DOCUMENTATION OF INVESTIGATIVE USE DRUGS. OPPORTUNITIES EXIST TO
ENHANCE PHYSICAL SECURITY OF BICYCLES AND TO BETTER DOCUMENT INFORMATION ABOUT
ITEMS CONVERTED TO DEPARTMENT USE.

For areas tested by Internal Audit, it was determined that SPD was generally in compliance with the majority of
the state’s property and evidence accreditation standards and SPD’s own internal General Orders.

e Commission for Florida Law Enforcement Accreditation, Inc. {(CFLEA) Standards — The auditor
determined that compliance was generally achieved for standards tested relating to Property and
Evidence. SPD should consider enhancing physical security for designated property storage spaces in
order to ensure full compliance with Standards 36.03M and 36.04M, specifically concerning physical
security of bicycles.

e SPD staff informed the auditor that upon their visit to SPD, Accreditation Assessors from CFLEA
expressed concern over the current storage situation for bicycles classified as “safekeeping” and
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“found” property. While “evidence” bicycles are securely stored in the Property and Evidence vaults,
“safekeeping” and “found” bicycles are stored in the building’s garage. To control access, bicycles are
stored on locked bicycle racks in an area of the garage which is not accessible to the public and shades
them from unfavorable weather conditions. The control weakness, however, is that the bicycles are
still accessible to alteration by those who have the ability to walk past them (see Standards 36.03M and
36.04M below).

Standard 36.03M: All property held by the agency is kept in designated
secure area(s) with controlled access.

Standard 36.04M: Access to evidence areas is controlled to
prevent the alteration, unauthorized removal, theft, or other
compromise of evidence stored by the agency and to maintain
chain of custody.

e SPD Internal General Order 731.00- Based on test results for the auditor’s Property and Evidance
sample, compliance was achieved for the majority of provisions tested in the internal  Unit intake window

property policy.

o Arelevant exception is that documentation for items maintained for SPD investigative use was
not always updated to reflect the current inventory status.

731.60 TEMPORARY RELEASE OF PROPERTY:

731.62 When an article is checked out of the Property and Evidence Unit, a computer
tracking entry will be done. The 1.D. number of the person releasing and the person
receiving the property and the reason for release will be noted in the Chain of Custody
screen. A property sheet shall be signed by the person receiving the article(s).

731.63 When an article is returned to the Property and Evidence Unit a computer
tracking entry in the Chain of Custody screen indicating the return will be made
immediately. The I.D. numbers of the persons returning and receiving the property will
be indicated. The property will be shelved in its proper location immediately. A property
transfer sheet shall be signed by the person returning the article(s).

o Arelevant exception is that all items converted to department use are not identified as such in
the Property and Evidence property management system.

General Order 731.81.6 The Property Record will be marked,
“Department Use”, and the appropriate entry will be made in the
Property and Evidence computer.

Bicycle Racks
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EXHIBIT A: INTERNAL AUDIT RECOMMENDATION PRIORITIES

Internal Audit utilizes the following classification scheme applicable to internal audit recommendations and
the appropriate corrective actions:

Priority Level’ Description Implementation Action®

' Fraud or serious violations Immediate
are being committed or
have the potential to occur,
security issues, significant
financial or non-financial
losses are occurring or have
the potential to occur.?
Medium A potential for incurring Within 60 days
moderate financial or
equivalent non-financial
losses exists.?

- Operation or administrative 60 days to 6 months

process will be improved.

1. The City Auditor and Clerk is responsible for assigning internal audit recommendation priority level
categories. A recommendation that clearly fits the description for more than one priority level will be assigned
the higher level.

2. For an audit recommendation to be considered related to a significant financial loss, it will usually be
necessary for an actual loss of $25,000 or more to be involved, or for a potential loss (including unrealized
revenue increases) of $50,000 to be involved. Equivalent non-financial losses would include, but not be limited
to, omission or commission of acts on behalf of the City which would be likely to expose the City to adverse
criticism in the eyes of its citizens.

3. The implementation time frame indicated for each priority level is intended as a guideline for establishing
target dates. Determining proposed action dates is the responsibility of the Charter Official(s) over the area(s)
or function(s) audited.

NOTE: Please note that this exhibit is a standard form which appears in every audit and is meant to be utilized
to aid management in understanding the seriousness or potential seriousness of an audit observation. A “High”
or “Medium” priority rating assigned to an audit observation should not be construed to mean that fraud or
wrongdoing is, in fact, occurring but rather fraud or wrongdoing has the potential to occur in the absence of
adequate internal controls.

16



Interoffice Memorandum Date: May 9, 2007
To: Chief of Police
Thru: COC

From: Property and Evidence, D. Hm'ington‘“
Subject: Property Computer System

The computer system used by the Property and Evidence Unit is an excellent system. It has gone
through many changes since it was first adopted in late 1990 — early 1991, Some of the changes
were simple upgrades unider the Main Frame concept.

The first problematic change was under the move to Visions. That was, to say the least, as close
to a disaster as possible. We then retumed to ICAD. The two transitions, to and from Visions
downloading and uploading on discs cbviously created data corruption. The most common
problem I have found is the loss of tracking histories.

The second change was in late 2002 through ICAD, Along with the upgrades it was discovered
that the handheld units were not properly uploading correct fransactions. They were replaced.
This again apparently has created loss to tracking histories.

In reviewing what was in the system, I found what seemed like anomalies’. The system was
loaded with old locations long since changed through upgrades and streamlining. The majority
of these okd locations still showed items stored in them, Smoethelocahonnolongerphymmlly
existed, obviously the items shown to be in them could not exist either.

InlateZOOSIbegantoehmmatethenldlocaﬁonsanﬂtrytoﬁgureuutwhatthestatuswasofthe
items supposedly in them. This project Iasted fhrough August of 2006. By then we bad
eliminated 1282 old locations. In reviewing each item in each old location we were able to
determine its status in the vast majority of cases. Those with no tracking history were moved to
a location I created and designated as Unknown.

In ebout February of 2006 I discovered another issue that compounded the problems with
locations. On occasion, as items were processed for one thing or another, a “7” would appearin
the block designated as ‘location’. ’I‘heactualiocatlonwouldbedemmedandthe“?”mplaeed_
with the correct one. As I looked at these items as they cropped up, I found a pattern. Some
entry data was missing. Apparently during one chatige or another, the system' could not read
some piece of data and therefore did not know where to put an item and on its own created the
“?". Since we did not have a location designated as “7”, I decided to create one and see if all the
computer designated *?” would migrate there so we would know how-many we had. Tt worked,
and unfortunately we discovered there were over 42,000 items. This became a second project to
coincide with the first. Ftems without tracking history were also sent to the “Unknown’ location.

The location project was completed in August 2006 and the “?” project was completed in
November 2006.

032.C035.1096
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Since the December Inspection showed another possible problem, I began going through the
“Property Types” to see if there were any other issues. There are currently 1064 Property Types.
These types have also gone through transitions since the inception of the program. I found
several hundred items without tracking histories and an additional several hundred with
incompiete location or status entries. These I corrected or moved o “Unknown’.

There are currently 2392 items in Unknown. There have been, since the inception of this
Property System, over 208,000 items in the computer. With all the changes and upgrades to this
system, it would be nafve to think errors could not.occur. I believe having purged this system as

we have.over the last year, many issues have been resolved. However, I would not guarantee we
have eliminated them all.

DAH/dah
@ Agproved 1 Not Approved. —-31.04&4».\%/,2_\ _S-irer
' Debra Rainey ~ Date

Sergeant .

D{p’pmved' 00 Not Approved Z?’fdﬂ/// ﬁ?_i
Lieutenant °

mﬁppmved [J Not Approved ﬁ// s 27
M. Hollaway Date
Captain

ﬁAppljoved 00 Not Approved . AL ' #
Peter J. Abbott
Chief of Police

032.C055.1096
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SARASOTA POLICE DEPARTMENT CHAIN OF COMMAND DOCUMENT

Subject: T O P

From: ‘ Date: 5—1 “l'.o"l‘

O______ Approved- [0__~__ Notapproved [l Foryourapproval [IReview &advise LI Discuss with me

[ Prepare response for my signature  [J Prepare response for your signature O Copyme OFile OFYY

3 Schedule a meeting with . 0 For investigation U1 For ingoiry O Other

Comments:

Ve ek doaeole o s S e e IR e e i e et e e e e e e i ol el e e e o AR AR R R RAR W RREEAREbbid N khdbkibhkdhiy dek et deded by dodede ook

From: Date: -

O___ __ _Approved 0O Not approved I For your approval [ Review.& advise [ Discuss with me

[1 Prepare response for my signature 0] Preparé response for your signature [ Copy.me OFile OFYI

1 Schedule a meeting with O3 For investigation L] For inquniry [l Other

Commerits:

Due date;
Forward to: [

**tii*t*t*i*i*i****i**’t******i***ﬁ*itilt*i****i*#k#*****iitﬁ*tii*i*t*ﬁ**i*?ﬁ**iﬁ*********l*t***i***l*ii*t*

From; Date:

4] Approved (1 Notapproved {J For your approval [0 Review & advise [ Discuss with me

O Prepare response for my signature ] Prepare respouse for your signature [1Copyme O File [ FYIX

{3 Schedule a meeting with [1 For investigation ] For inquiry [ Other

Comments:

. Dute date:

Forward to: ce:

L 2T L L L L O T ST T P E P W T Ty £1

022406
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SAdiﬁénJiullNJIanBIIIEHAIIIIJIMNHF(HIAJII(HF(]DDIRLAIUDlmU(HURIEETT
Subject: Computer Issuey

From: D. on Date: 05/09/07
O.____ Approved [ Notapproved [ Foryourapproval [1 Review & ndvise O Discuss with me
O Prepare response for my signature [1 Prepare response for your signatare OCepyme [OFile & ¥YI
O Schedule a meeting with 3 Por investigation [1 ¥oringuiry {1 Other
Comments:

Due date:
me Capt. Hollaway thra COC = _ _ i
From: __ L7 ﬂ§2Li'I;u4—'¢::¢53" . Date: & 7 ~97?

Bt~  Approvd OI______ Notapproved [IForyourapproval [ Review & advise [ Discuss with me
O Prepare résponse for wy signature  [F Prepare response for your signatore [1Copyme [lKile [ FYI

D) Schedule 8 meeting with _ O For investigation [ For iuquiry ~ 1 Otber
Comments:
Due date:
Forward to: _C5 - /AM ce:
sERERARRS ST i aneud Rk o) ek

o av""’ A&;nprnkul n] Net approved I ¥or your approval [ Review & advise [ Discuss with me
[ Prepare response for my signature L1 Prepare response for your signature [ Copyme I File

03 Schedole a meeting with O For investigation [ Foringuiry 0O Other
Comments:
Due date:
Forward to: _G£__cz‘_¢44¢// oc:
622406
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