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AUDIT PURPOSE/ SCOPE

This audit was being undertaken at the request of SPD to ensure that items located in property and evidence are properly
recorded and safeguarded. This audit was not originally included as part of Internal Audit’s 2011-2013 Audit Schedule;
however, due to the high-risk nature of items maintained by SPD, the recent relocation of all property and evidence items
to the new SPD building, and because the department requested an independent review by an outside party, Internal
Audit amended the schedule to include this audit. The time period reviewed during the audit was March 20, 2010 to
March 31, 2011.

REPORT CONTENT AND LIMITATION OF USE

This executive summary report is limited in detail. In order to obtain the full background on a particular item, please
contact Internal Audit prior to drawing conclusions based on the limited information contained in this report. Objective
ratings indicate the levels at which the objectives were met; rating definitions are included in the appendix.

AUDIT CONCLUSIONS

The results of our review indicate that internal controls were generally in place and functioning effectively to prevent the
loss or misplacement of items; exceptions are noted in the detailed audit report. There is an opportunity to enhance
physical security to better control access to secure areas and safeguard items.

This audit focused on the following objectives:

Audit Objective Objective Rating

1) Determine whether controls are in place and functioning as intended
to provide reasonable assurance that items of property and evidence X
are properly accounted for and recorded;

2) Determine whether physical security controls are adequate for the
safeguarding of items placed within the Property and Evidence Unit; X
and

3) Determine whether the department is in compliance with both
internal policies and state accreditation standards related to property X

and evidence.

One significant audit observation (high-priority item) is highlighted below. For a complete list of audit items, see page 3 of
this report.

Risk Exposure Map Significant Observations

Original

Observation Priority

#1- Physical security was ineffective in some areas. Concerns
include: unrestricted access to at least one evidence storage area,
lack of surveillance cameras in public viewing room, lack of
biometric access readers on some doors, and an inadequately
designed receiving counter/ pass-through tray which is too small to
accept most items.

Low Moderate High
Likelihood




AUDIT EX 11-01: SARASOTA POLICE DEPARTMENT PROPERTY AND EVIDENCE
OBSERVATIONS AND RECOMMENDATIONS

Management Action Plans

5 |8 5 Action
Audit Recommendation Priority § g § Proposed Management Action Item Due
O |0 o Date

1. Enhance physical security to increase protection to staff and prevent High X Looking into funding to install more biometric readers. 5/23/11
unauthorized access to property storage areas.

Public not allowed access to Property floor. Contact made with public on 1st floor
Specifically, it is recommended that: lobby. With biometric readers there is no need for an alarm system.
- Biometric access readers be installed at all points of entry to property storage Property & Evidence received three bids to correct problem.
areas. Internal Audit Comment: This refers to the pass-through tray.
- Alarms be installed in property storage areas, especially where high-security Property & Evidence currently looking into funding to install security camera.
items are stored.

Completed on 4/27/11. Captain McVay removed from system.
- The pass-through tray at the receiving window be made larger and the window Internal Audit Comment: This refers to the biometric access; auditor confirmed on
lockable so that it is usable prior to expiration of the warranty on the SPD 5/16/11 that Commander had been removed from access list.
headquarters building.

Property & Evidence doesn't use keys unless system malfunctions. No malfunctions to
- A security camera be installed in the public viewing area of the main property date. Property & Evidence will use biometric access reader.
storage to capture all activity that occurs at the pass-through window and in the
public viewing area.
- The Commander of the Criminal Investigations Division be removed from the list
of individuals with unescorted access to the property storage areas to avoid
potential accusations of tampering and conflict of interest.
- Property and Evidence Unit staff should be encouraged to enter the property
storage areas utilizing the biometric access reader to ensure that their entry is
captured on the electronic access log.
2. To avoid public perception of conflict of interest and to ensure the integrity of | Medium Will consider moving Property & Evidence in future. Currently going through N/A

items collected, the property function should be independent of patrol and
investigation personnel. Consider placing the Property and Evidence Unit under
a different functional area, as indicated by International Association of Property
and Evidence (IAPE) Standards.

transition with move into new headquarters. The current assignment is consistent
with accreditation standards.




APPENDIX

AUDIT RATING SYSTEM

The audit ratings listed below are based on the auditor’s assessment of whether the audit objectives were met.

Red- A red control rating denotes significant business risk or exposure to the City that requires immediate attention and
remediation efforts. The controls reviewed do not appear to provide reasonable assurance that the control objectives are
being met. The City is being exposed to a high level of business risk and exposure. Management is advised to immediately
review the design and effectiveness of existing controls or consider implementing new or additional controls.

- A yellow control rating denotes opportunities for improvement exist relating to the controls reviewed. If this
state of control is not improved, it could lead to a higher than acceptable level of business risk or exposure to the City. The
controls reviewed provide some, but not sufficient assurance that control objectives are being met. Management is
advised to review the design and effectiveness of existing controls or consider implementing new or additional controls on
a priority basis.

Green- A green control rating indicates that the controls reviewed at the time of the audit indicated a satisfactory or
acceptable state of control, where risk appears to be minimized and appropriately managed. Controls reviewed appear
to provide a high degree of assurance that control objectives are being met. To maintain this rating management is
advised to continue to assess the control systems and monitor existing controls for efficiency and effectiveness as business
and organizational changes occur.





