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EXECUTIVE SUMMARY

AUDIT 16-15: FUEL OPERATIONS AUDIT
AUDIT PURPOSE

This audit was performed to evaluate the adequacy of internal controls of the City’s fleet fuel operation
administered through the Fleet Maintenance Division, which includes the operations of the City’s fuel site, as
well as the fuel card program.

AUDIT SCOPE

Our audit tested the controls related to the fuel program, including fuel keys, individual employee pins,
Automotive Information Module system (AIM) and fuel tax credit reporting. As part of our review we performed
analytical reviews of higher risk transactions such as fueling during weekends, and before/after normal work
hours. In addition, we conducted analytical reviews of transactions with inconsistent data or data that indicated
the likelihood of fraud, error, waste, or abuse. Testing was performed over fuel purchases with the contracted
fuel vendor as well as monthly fuel tax credit reports. The audit period was from October 1, 2014 — March 31,
2016 (18 months).

The following table summarizes activity for fuel purchases for the audit period:

Fleet Maintenance Division
Fuel Inventory Purchases®

Fiscal Year Ended For the 6 months Ended
Septermber 30, 2015 March 31, 2016
Type of Fuel Gallons Cost Gallons Cost
Purchased Purchased
Unleaded Gasoline 225,039 $544,794 112,035 $206,055
Diesel Fuel 102,410 $294,105 51,938 $112,295

REPORT CONTENT AND LIMITATION OF USE

This executive summary report is limited in detail. In order to obtain the full background on a particular item,
please review the Detailed Audit Report prior to drawing conclusions based on the limited information
contained in this report.

! Fuel Inventory Purchases do not include Wright Express (WEX) fuel card activity.
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AUDIT OBJECTIVES AND CONCLUSIONS

Audit Objective Objective Rating

1) Determine whether processes are in place to provide reasonable assurance that fuel usage is
regularly and accurately monitored and safeguards are in place to authorize users and
restrict fuel access to valid users;

2) Determine the adequacy of internal controls and processes relative to the fuel management
system;

3) Determine whether data on fuel usage is monitored and reported to the proper outside
agencies when required.

Objective ratings indicate the levels at which the objectives were met; rating definitions are included in Exhibit A on page 7.

The results of our review indicate:

e Generally processes are not in place to provide reasonable assurance that fuel usage is regularly and
accurately monitored. Additionally, safeguards are not in place to authorize users and restrict fuel
access to valid users.

o Monthly review of fuel consumption or fuel users, by department, is not being performed nor
has the responsibility for this function been assigned.

o Procedures have not been established to specify the authority and conditions for the issuance,
return, and termination of fuel keys, fuel cards or employee fuel pins.

e Internal controls and processes relative to the fuel management system are not currently in place to
provide a strong control environment.

o One central person is responsible for the fuel management process, ordering, receiving and
reconciling fuel (segregation of duties).

o Based on the fuel invoices that were tested it was not clear that the fuel quantity received was
agreed against the fuel reported on the bill of lading, nor was it clear based on the bill of lading,
which employee received the fuel.

e Data on fuel usage is reported to outside agencies however the usage is not being monitored.

o It appears that monthly reports are being prepared and reported, however it was noted that
Florida Department of Revenue (FDOR) fuel tax returns reporting on quantity of highway fuel
used do not always agree to internal Fuel Master reports.

o Expected payments from FDOR fuel tax returns are not being recorded in the FMS accounting
software.

A complete list of audit recommendations begins on page 3 of this report.
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EXHIBIT A: AUDIT RATING SYSTE

The audit ratings listed below are based on the auditor's assessment of whether the following control
objectives have been met:

Safeguarding of assets,

Effectiveness and efficiency of operations,

Reliability of financial and operating information, and

Compliance with City policies, regulations or rules and/or other governmental laws and
regulations.

Red- A red control rating denotes significant business risk or exposure to the City that
requires immediate attention and remediation efforts. The controls reviewed do not appear to
provide reasonable assurance that the control objectives are being met. The City is being exposed to
a high level of business risk and exposure. Management is advised to immediately review the design
and effectiveness of existing controls or consider implementing new or additional controls.

- A yellow control rating denotes opportunities for improvement exist relating to the
controls reviewed. If this state of control is not improved, it could lead to a higher than acceptable
level of business risk or exposure to the City. The controls reviewed provide some, but not sufficient
assurance that control objectives are being met. Management is advised to review the design and
effectiveness of existing controls or consider implementing new or additional controls on a priority
basis.

Green- A green control rating indicates that the controls reviewed at the time of the audit
indicated a satisfactory or acceptable state of control, where risk appears to be minimized and
appropriately managed. Controls reviewed appear to provide a high degree of assurance that control
objectives are being met. To maintain this rating management is advised to continue to assess the
control systems and monitor existing controls for efficiency and effectiveness as business and
organizational changes occur.






