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You can obtain copies of this report by contacting us at:
Office of the City Auditor and Clerk
1565 15t Street
Sarasota, FL 34236
(941) 954-4135

Or download and view an electronic copy by visiting:
www.sarasotagov.com



OFFICE OF THE CITY AUDITOR AND CLERK
Internal Audit Division

Date: August 13, 2015

To: Mayor Willie Shaw, Vice Mayor Suzanne Atwell, Commissioner Liz Alpert, Commissioner Susan
Chapman, and Commissioner Shelli Freeland Eddie

From: Pamela M. Nadalini, MBA, CMC, City Auditor and Clerk

Subject: Remedial Action Update #15-03A (status as of May 31, 2015)

Good afternoon, Mayor, Vice Mayor and Commissioners,

Attached are copies of the project report listed above. As the report states, Internal Audit will produce
this report twice annually. The next report of this type will be issued to the City Commission on or about
November 30, 2015.

If you have any questions, please do not hesitate to call me at (941) 954-4169.

Thank You.

Attachment(s):

Remedial Action Update #15-03A Detailed Report
Remedial Action Update #15-03A Executive Summary Report

Cc: Thomas Barwin, City Manager
Robert Fournier, City Attorney
D. Edward Daugherty, CPA, Manager, Internal Audit
File
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OFFICE OF THE CITY AUDITOR AND CLERK
Internal Audit Division

Date: August 13, 2015

To: Thomas Barwin, City Manager

From: Pamela M. Nadalini, MBA, CMC, City Auditor and Clerk
Subject: Remedial Action Update #15-03A (status as of May 31, 2015)

Good Afternoon, Tom,

Attached are copies of the project report listed above. The attached report has also been distributed to the City
Commission.

If you have any questions, please do not hesitate to call me at (941) 954-4169.

Thank you.

Attachment(s):

Remedial Action Update #15-03A Detailed Report
Remedial Action Update #15-03A Executive Summary

Cc: Marlon Brown, Deputy City Manager
John Lege, CGFO, Director, Financial Administration
D. Edward Daugherty, CPA, Manager, Internal Audit
File
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BACKGROUND AND INTRODUCTION

Internal Audit is committed to providing semi-annual reports to Charter Officials and the City Commission which
identify outstanding open audit observations and management’s associated responses (management as
referenced in this report refers to the Charter Officials). Internal Audit uses the reports to monitor the disposition
of audit recommendations and to assist city officials in their decision-making and oversight role.

This report monitors all audit observations and their current statuses and highlights those that may remain open
due to competing priorities, insufficient funding or other resource shortages. The report also highlights areas of
noteworthy accomplishment by management in addressing audit concerns.

PROJECT OBJECTIVE

The primary objective of this review is to provide the City Commission with the status of management action to
adequately address observations previously noted by internal auditors.

PROJECT SCOPE

Internal Audit followed up on the status of open audit observations as of May 31, 2015, through employee
inquiries, observation and review of documents provided by management, and conversations with Charter
Officials.

AUDIT STANDARDS

Internal Audit conducts audit engagements in accordance with generally accepted government auditing
standards. Those standards require that the auditor plan and perform the audit to provide a reasonable basis for
findings and conclusions based on audit objectives.

The Internal Audit Division strives to follow the guidance included in the International Professional Practices
Framework set forth by the Institute of Internal Auditors.

'PROJECT METHODOLOGY

Procedures for this review consisted of the following:

1. Internal Audit updated the audit observation database to include all final audit reports issued between
January 31, 2014 and May 31, 2015. The database currently includes all internal audit observations for
years 2008-2015 and external audit management letter findings for years 2002-2015 to allow for proper
tracking and monitoring.

2. Charter Officials were provided a detailed listing of all outstanding recommendations within their
respective areas and were requested to provide updates on the current status of progress towards
addressing each recommendation.

3. Upon receipt of management’s updates and/or supporting documentation, Internal Audit conducted
procedures necessary to verify that adequate corrective actions were taken by management for
outstanding recommendations, as time permitted, prior to issuance of this report.
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WORTHY ACCOMPLISHMENTS

Internal Audit acknowledges the efforts taken by department staff to implement all audit items for the following
audits:

e 09-10: Parking Operations Internal Controls Review

e EX 10-04: Construction Contract Oversight — SPD Headquarters

e 12-01: Fiscal Year—End 2011 Citywide Inventory

e 14-01: Fiscal Year-End 2013 Citywide Inventory

e FY 2002 Management Letter — External Auditors (Information Technology)
e FY 2011 Management Letter — External Auditors

e FY 2012 Management Letter — External Auditors

Audit items for these audits are noted as “closed” in the tables on the following pages (highlighted in green).

AUDIT ITEMS BY CHARTER OFFICIAL

The tables in this section, organized by Charter Official, outline a total 132 report recommendations from 23
prior audits. See Exhibit A for a more detailed explanation of how each status is defined.

Per action taken by the City Commission on January 20, 2015, the Information Technology Department was moved
under the control of the City Manager. As a result, the responsibility for implementing audit recommendations
related to IT* has also moved to the City Manager.

For a detailed listing of prior audit recommendations and management responses that remain open, please refer
to Exhibits B and D for the City Manager and City Auditor and Clerk, respectively. Exhibit C contains audit items
that are considered open pending re-audit confirmation that action has been taken to address outstanding risks
for the City Manager.

Management’s response to the FY 2008 Management Letter indicated that disagreements with audit observations
will be resolved through a consensus of the Charter Officials. Based on that response, Internal Audit regularly
elevates the “do not concur” audit items to the Charter Officials for a decision to either take action on the
observation or accept the level of residual risk associated with taking no action. Internal Audit also presents audit
observations that have not been resolved over a significant length of time. Management has the opportunity to
review the observation and recommendation and decide whether to accept the risk or to continue to seek a
resolution.

Progress in implementing audit recommendations is recorded in the tables that appear on the following pages
and is arganized by Charter Official. Please note that column headings in the tables refer to the status of audit
items as follows:

e (C=Closed;
e OPR= Open Pending Re-audit;
e O=0pen;

e D=Do not Concur (these items are regularly elevated to the Charter Officials for a consensus decision on
whether the item requires action).

1 A total of 7 audit recommendations were transferred to the City Manager for implementation consideration as of January 20, 2015.
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The City Attorney’s Office does not have any open items as of May 31, 2015; however, it should be noted
that the implementation of some audit recommendations is dependent upon the assistance of the City
Attorney. For those items, the City Attorney is aware of the needed assistance and has indicated that he
is working with the appropriate Charter Official to remedy the items.

The results of our review indicate:
o Implementation has occurred for 4 of the 11 recommendations applicable to the City Auditor and Clerk
(36%); and
e 7 items are open (64 %)

Since the time of the last remedial actions update issued to the City Commission in March 2014, the City Auditor
and Clerk has taken action to close 3 audit items. it should be noted that the Information Technology function
transferred to the Office of the City Manager on January 20, 2015. All audit recommendations related to
Information Technology prior to January 2015 were reviewed with the Information Technology Director for
implementation consideration. New management responses and management action dates were obtained to
reflect the actions expected to be taken by information Technology under the direction of the City Manager.

Of the six open audit items that require management action, all items have management action dates that occur
after May 31, 2015 or remain open, but are dependent on actions taken by other departments (see Exhibit D for
details).

. ‘F 1 = T

Department(s) " Report . —t il
Responsible | Date S R

Reports with open items that appeared on January 31, 2014 status report (and current status):

City Auditor and Clerk July 2009 | 09-02: Citywide Risk Assessment 2 1 0 1 0

Reports added since previous status report:

City Auditor and Clerk July 2014 EX 144?1: Citywide Continuity of 4 2 0 2 0
Operations Plan
" . January .
City Auditor and Clerk 2015 14-08: Payroll Operations 1 0 0 1 0
City Auditor and Clerk/ March FY 2014 Management Letter — External 1 0 0 1 0
Pensions Office 2015 Auditors
. FY 2014 General Employees’ Pension
City Audttor Al Clerief April 2015 | Plan Management Letter — External 2 0 0 2 0
Pensions Office d
Auditor
TOTAL RECOMMENDATIONS 11 4 0 7 0

Note:
Information Technology audit recommendations have been transferred to the City Manager for action as of January 20, 2015 as a result
of action by the City Commission.
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Management has implemented 83 of the 121 recommendations applicable to the City Manager (69%);

e 25 items are open (22%); and
e 13 items are open pending re-audit {(9%);

Since the time of the last remedial actions update issued to the City Commission in March 2014, management has
taken action to close 18 audit items.

Of the 38 open audit items that require management action:
e 14 have a management action date that occurs after 5/31/15;
¢ 19 have a management action date that is considered past-due as of 5/31/15; and
¢ 5did not have management action dates, most of which are recent audit findings.

ocpartment(s) | Report | gy vumpersrise | Feport| € | o | o | b
Responsible | Date | al )| Sitems |l
Reports with open items that appeared on January 31, 2014 status report (and current status):

. . IN 08-02: Internal Investigation of

* April 20f 0 0
Information Technology pril 2008 Alleged Fraud Involving IT 5 4 1
City Manager July 2009 | 09-02: Citywide Risk Assessment 3 2 0 1 0
Information Technology™ July 2009 | 09-02: Citywide Risk Assessment 1 0 0 1 0
information Technology* July 2009 || 09-08: IT General Controls 5 2 0 3 0
City Manager/Public August 09-09: Public Works COOP Drill 3 1 1 1 0
Works 2009 Observation
Neighborhood and October | 09-12: Local Business Tax Receipts 10 9 0 1 0
Development Services 2009 Internal Controls Review

; February | EX 10-01: Risk Management Liability

Risk Management 2010 Claims Administration 3 2 0 ! 0

Financial Administration April 2011 | 11-06: City Purchasing Cards 7 5 0 2 0
City Manager/ Septembe | 11-12: Summer Youth Programs
Neighborhood r2011 8 7 1 0 0

Development Services
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Reports added since previous status
report:
City Manager/Various July 2014 EX 14-91: Citywide Continuity of 7 2 1 4 0
Departments Operations Plan
Financial Administration Jazr::la;y 14-08 Payroll Operations 9 0 1 8 0
Sarasota Police )
Department July 2014 || 14-10: SPD Property & Evidence 8 0 6 2 0
Various Departments January || 15-01: Fiscal Year-End 2014 Citywide 3 0 2 1 0
2015 Inventory
TOTAL RECOMMEN DATIONS | 121 83 13 25 0

e  *ltems from Information Technology were transferred to the City Manager by Commission action on January 20,
2015.

*  ** Two recommendations were issued for each of the five divisions included in the audit.
«  *™*One recommendation was made to each of the five divisions included in the audit.
e [tems from Audit 12-01 were closed/retested under Audit 14-01. Items from Audit 14-01 were closed/retested under Audit 15-01.

e  Column headings in the above table refer to the status of audit items as follows: C= Closed; OPR= Open Pending
Re-audit; O= Open; D= Do not Concur (this item will be elevated to the Charter Officials). See Exhibit A for
definitions of audit statuses.
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Audit Item Status Definitions

Internal Audit classifies observations as follows:

» Open (0)- Management has not adequately addressed the audit observation to reduce risk to
an acceptable level. Remedial action(s) may have been proposed with a future target date of
completion (to be tested later) or parts of the recommendation have been addressed with
some remaining areas still open.

* Open pending re-audit (OPR)- Management has indicated that action has been taken to
address the audit observation. The item is considered open until Internal Audit has had the
opportunity to confirm through follow-up testing that the stated actions have fully addressed
prior recommendations.

» Closed (C)- Management actions in response to audit observations have been effectively
implemented. Items are closed upon successful verification by Internal Audit (based on
sufficient evidence or positive retesting of controls) that the item has been addressed. Internal
Audit may also close an item if it is no longer relevant given organizational or other changes.

¢ Do not Concur (D)- This is a hew classification to be used when management does not agree
with Internal Audit’s observation in the audit report. Per the March 23, 2009 response to the
external auditor’s 2008 governance letter, as part of each semi-annual report Internal Audit will
elevate items where management provided a response of “Do not concur” to the Charter
Officials for resolution in the form of written memo signed by the three Charter Officials
indicating a consensus of whether they believe the item should remain on the semi-annual
remedial action report.

It should be noted that each time Internal Audit begins a new audit engagement the preliminary survey
includes a review of the current status of all previous audit recommendations in the audited area.
Items that were previously considered closed may be re-opened if Internal Audit observes that the
controls are not functioning as intended.
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